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Understand the evolving landscape of cyber security

Recognise the risks AI poses for cybersecurity and financial crime

Understand the importance of third-party due diligence in protecting clients’ assets

 

Learning objectives



The evolving 
landscape of 
cybersecurity
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The cost of cybercrime vs top country GDP

Global cost of 
cyber crime

https://www.statista.com/chart/28878/expec
ted-cost-of-cybercrime-until-2027/
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Cyber threat landscape

Business in the UK 
were hit with Cyber 

Crime in 2023 (1)

1.5M 85%
of malware is delivered 

via email (3)

94%

of businesses  
identified a Cyber 

Breach or Cyber Attack 
in the UK. (4)

50%
of Cyber Security 

incidents are a result of 
human error (5)

95%
of Cyber Attacks use 
stolen credentials.(6)  

86%

Source: 
1. https://www.infosecurity-magazine.com/news/uk-businesses-31bn-security/
2. https://www.cfo.com/news/cybersecurity-attacks-generative-ai-security-ransom/692176 
3. https://www.guardsite.com/datasheets/Email-Protection.pdf
4. https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024
5. https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2022.pdf
6. https://nordpass.com/passkeys/

of Cyber Security 
professionals attribute the 

rise in Cyber Attacks to bad 
actors using generative AI (2) 
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Investment fraud

• People aged 55+ more likely to be targeted

• Investment fraud is when criminals contact people out of the 
blue and convince them to invest in schemes or products that 
are worthless or do not exist. E.g. foreign exchange, gold and 
valuable metals, time-shares overseas and cryptocurrency.

• 30,130 reports of UK investment fraud in 2023 £25,110 
average loss per victim 

• One victim lost £11.9 million.

• As the victim’s age increases, so does the loss amount. In the 
55-64 age range alone, over £133 million in losses was 
recorded

Source : https://www.cityoflondon.police.uk/news/city-of-london/news/2024/april/city-of-london-police-reveals-more-than-612-million-was-lost-to-investment-fraud-in-the-uk-last-year
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It’s never been easier to create deepfake videos
All your need is a photo of the target…
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A word from Neil Stevens… A word from Neil Stevens
Free tools are enabling the possibilities of deep fakes
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A word from Neil Stevens… A word from Donald Trump
Free tools are enabling the possibilities of deep fakes
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Nvidia’s breakthrough AI chip defies physics
1,000x AI compute in 8 years
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The end of voice authentication?

• Phasing out as a security measure for 
accessing bank accounts and other 
sensitive information.

• Minimising the risk of damaging 
misinformation.
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Greater power in voice AI tools
Ability to clone anyone’s voice in 15 seconds
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Integration with 
everyday 
applications



The risks AI poses
for cybersecurity
and financial crime



16

Chat GPT
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Implications of AI on cybersecurity

Source: The Guardian (https://www.theguardian.com/technology/2024/jan/24/ai-scam-emails-uk-cybersecurity-agency-phishing, 
https://www.theguardian.com/world/2024/feb/05/hong-kong-company-deepfake-video-conference-call-scam)
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Using Chat GPT for malicious purposes
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Intel gathering phishing emails
An attempt to start conversation with employees
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Financial advisers are no exception
Emails we’ve seen from hacked advisers
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Is your data in breach?

• Have you ever checked to see if your 
email address has been in a data breach?

• Scan the QR code to check for yourself…
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Increase in home PC power

GEN AI (2020)Movie Studio (2016)
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Deepfake in audio in politics

Source: The BBC (https://www.bbc.co.uk/news/world-us-canada-68064247) and Politico (https://www.politico.eu/article/uk-keir-starmer-labour-party-deepfake-ai-
politics-elections)
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Manipulated videos of global leaders
Use of deepfake for political gain

Source: The Telegraph, 2022
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Manipulated videos of trusted individuals
Use of deepfake for monetary gain

Source  : Good Morning Britain, 2023
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Impact of deepfakes on markets

Source: The BBC (https://www.bbc.co.uk/news/world-us-canada-68064247) and Politico (https://www.politico.eu/article/uk-keir-starmer-labour-party-deepfake-ai-
politics-elections)

Fake news, real market drop

• The potential for AI to exploit the “fragility” 
of the financial systems.

• The need for regulatory oversight to audit 
and, when necessary, restrict systems 
that go beyond a certain level of 
capability.
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Generative AI 
accelerates DIY 

fraud

Future of fraud forecast
5 emerging fraud risks for business and consumers

Source: Experian, 2024

Branches are 
cool again

Retailers hit 
with empty 

returns

Synthetic 
identity fraud 

will surge

Fraudsters 
expand into 

cause-related 
and investment 

deception



The importance of 
third-party due 
diligence in 
protecting client 
assets
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Why is third-party & vendor due diligence is crucial?
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Is advertising that you process sensitive data a good idea?
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Reporting fraud

HAVE SEEN 
FRAUDULENT 

ACTIVITY?

A STRANGE EMAIL, 
TEAMS CALL OR 

PHONE CALL? 

HAS A FINANCIAL 
TRANSFER 

POTENTIALLY GONE 
TO AN ATTACKER?

TIME TO REPORT IS 
CRITICAL. 

THE “GOLDEN HOUR” 
IS THE FIRST HOUR 

POST EVENT. 

IT’S USUALLY 
IMPOSSIBLE TO 
RECOVER LOST 
FUNDS AFTER 

48HOURS.  
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Drivers of vulnerability

Health Life events Resilience Capability

• Physical disability
• Severe or long-term 

illness
• Poor mental health
• Addiction
• Low mental capacity 

or cognitive 
impairment

• Caring responsibilities
• Bereavement
• Relationship 

breakdown
• Domestic abuse
• People with non-

standard 
requirements such as 
people with 
convictions, care 
leavers, refugees

• Retirement

• Low or erratic income
• Over indebtedness
• Low emotional 

resilience

• Low knowledge or 
confidence in 
managing finances

• Poor literacy or 
numeracy skills

• Poor or non-existent 
digital skills

• Learning impairments
• No or low access to 

help or support
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Complete DD on the firms
 that you’re working with

Reliance on others – 
Client data, security

Agent as client – 
platform due diligence

PI /business risk

Document
 process – 

governance and oversight

Immediately 

report

 suspicious emails

Your role in this…
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Cybersecurity and due diligence
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Trust in your partners and providers
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REPUTATIONAL DAMAGE

FINANCIAL LOSSESOPERATIONAL DISRUPTION

LEGAL AND REGULATORY PROBLEMS

CUSTOMER LOSS/DISTRUST CLEANUP COSTS

Why this matters?
Consequences of a successful attack
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Understand the evolving landscape of cyber security

Recognise the risks AI poses for cybersecurity and financial crime

Understand the importance of third-party due diligence in protecting clients’ assets

 

Learning outcomes
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Depth and breadth
Compelling solutions built from demonstrable expertise
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Adviser led 

Independent, financial strength

Market leadership pioneering 
solutions for advisers
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Important information
All data provided by Brooks Macdonald accessed as at 31 December 2024, unless otherwise stated. This document is intended for professional 
advisers only and should not be relied upon by any persons who do not have professional experience in matters relating to investments.   

Investors should be aware that the value of investments and the income from them may go down as well as up and neither is guaranteed. Investors 
could get back less than they invested.  Past performance is not a reliable indicator of future results. 

Please be aware that this service utilises structured products as part of the portfolio construction/strategy which comes with specific risks. Should 
the counterparty fail, you may not have access to the Financial Services Compensation Scheme (FSCS). Investors should speak to their advisers 
for further information and to ensure they understand the risk and return factors applicable in their case. 
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Important information continued

The MSCI information may only be used for your internal use, may not be reproduced or re-disseminated in any form and may not be used as a 
basis for or a component of any financial instruments or products or indices. None of the MSCI information is intended to constitute investment 
advice or a recommendation to make (or refrain from making) any kind of investment decision and may not be relied on as such. Historical data 
and analysis should not be taken as an indication or guarantee of any future performance analysis, forecast or prediction. The MSCI information is 
provided on an “as is” basis and the user of this information assumes the entire risk of any use made of this information. MSCI, each of its affiliates 
and each other person involved in or related to compiling, computing or creating any MSCI information (collectively, the “MSCI Parties”) expressly 
disclaims all warranties (including, without limitation, any warranties of originality, accuracy, completeness, timeliness, non-infringement, 
merchantability and fitness for a particular purpose) with respect to this information. Without limiting any of the foregoing, in no event shall any 
MSCI Party have any liability for any direct, indirect, special, incidental, punitive, consequential (including, without limitation, lost profits) or any 
other damages. (www.msci.com).

Brooks Macdonald is a trading name of Brooks Macdonald Asset Management Limited used by various other companies in the Brooks Macdonald 
group of companies. 

Brooks Macdonald Asset Management Limited is authorised and regulated by the Financial Conduct Authority. Registered in England No 
03417519. Registered office: 21 Lombard Street  London  EC3V 9AH.

More information about the Brooks Macdonald Group can be found at brooksmacdonald.com.
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