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Learning objectives

Understand the evolving landscape of cyber security

% Recognise the risks Al poses for cybersecurity and financial crime

=)
@ Understand the importance of third-party due diligence in protecting clients’ assets
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The evolving
landscape of
cybersecurity




Global cost of
cyber crime

Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime worldwide

(in trillion U.S. dollars)
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As of Sep. 2023. Data shown is using current exchange rates.
Source: Statista Market Insights
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Cyber threat landscape

1.5M

Business in the UK
were hit with Cyber
Crimein 2023 ¢

50%

of businesses
identified a Cyber

Breach or Cyber Attack

in the UK.

85%

of Cyber Security
professionals attribute the
rise in Cyber Attacks to bad
actors using generative Al

95%

of Cyber Security
incidents are a result of
human error

Source:

1. https://www.infosecurity-magazine.com/news/uk-businesses-31bn-security/

2. https://www.cfo.com/news/cybersecurity-attacks-generative-ai-security-ransom/692176
3. https://www.guardsite.com/datasheets/Email-Protection.pdf

4. https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024

5. https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2022.pdf

6. https://nordpass.com/passkeys/

94%

of malware is delivered
via email 3

86%

of Cyber Attacks use
stolen credentials.g




Investment fraud

i CITY . LONDON

% POLICE

I.I.I.I.I.I.I.I.fl.

A > News

City of London Police reveals more than
£612 million was lost to investment fraud
in the UK last year

Fraud
Press releases

&) Published: 09:24 08/04,/2024

People aged 55 or over are more likely to be targeted by investment fraud, new figures
show.

The data from Action Fraud, the national fraud and cyber crime reporting service,
revealed the soaring rate of investment fraud in the last year, with a reported
£4612 208,663 in losses.

People aged 55+ more likely to be targeted

Investment fraud is when criminals contact people out of the
blue and convince them to invest in schemes or products that
are worthless or do not exist. E.g. foreign exchange, gold and
valuable metals, time-shares overseas and cryptocurrency.

30,130 reports of UK investment fraud in 2023 £25,110
average loss per victim

One victim lost £11.9 million.
As the victim’s age increases, so does the loss amount. In the

55-64 age range alone, over £133 million in losses was
recorded

7

Source : https://www.cityoflondon.police.uk/news/city-of-london/news/2024/april/city-of-london-police-reveals-more-than-612-million-was-lost-to-investment-fraud-in-the-uk-last-year




It’s never been easier to create deepfake videos

All your need is a photo of the target...
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A word from Neil Stevens
Free tools are enabling the possibilities of deep fakes




A word from Donald Trump
Free tools are enabling the possibilities of deep fakes
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1000X Al Compute in 8 Years

Blackwell
20,000 TFLOPS
FP4

Hopper

4,000 TFLOPS
FP8
Ampere
Pascal Volta 620 TFLOPS
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The end of voice authentication: OpenAl deems its voice cloning tool too
risky for general release

Delaying the Voice Engine technology rollout minimises the
potential for misinformation in an important global election year

* Phasing out as a security measure for
accessing bank accounts and other
sensitive information.

* Minimising the risk of damaging
misinformation. :
Voice Engine

O The company says it will ‘make a more informed decision' about deploying its Voice Engine
technology at scale after further testing. Photograph: Costfoto/NurPhoto/Rex/Shutterstock

A new tool from OpenAl that can generate a convincing clone of anyone’s
voice using just 15 seconds of recorded audio has been deemed too risky for
general release, as the Al lab seeks to minimise the threat of damaging
misinformation in a global year of elections.




Greater power in voice Al tools
Ability to clone anyone’s voice in 15 seconds

¥ voice.ai
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Integration with
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The risks Al poses
for cybersecurity
and financial crime







Implications of Al on cybersecurity

AI Will mal<e Scam emails lOOl{ genuine’ = é\lBC MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV INV
UK cybersecurity agency warns
T —— Al tools such as ChatGPT are
says generative Al tools will soon allow amateur
cybercriminals to launch sophisticated phishing attacks gener ating amam moth incre ase in

malicious phishing emails

Bob Violino suare X in =

KEY ® Since the fourth quarter of 2022, there's been a 1,265% increase in
POINTS malicious phishing emails, and a 967% rise in credential phishing in
particular, according to a new report by cybersecurity firm SlashNext.

® Cybercriminals are using generative artificial intelligence tools such
ChatGPT to help write sophisticated, targeted business email
cempromise (BEC) and other phishing messages.

* The report findings highlight just how rapidly Al-based threats are
r Security Centre says the overall volume of online attacks is growing, especially in their speed, volume and sophistication.

0 A report from the National Cybe

also likely to increase. Photograph: Andrew Brookes/Getty Images/Image Source

Source: The Guardian (https://www.theguardian.com/technology/2024/jan/24/ai-scam-emails-uk-cybersecurity-agency-phishing,
https://www.theguardian.com/world/2024/feb/05/hong-kong-company-deepfake-video-conference-call-scam)




Using Chat GPT for malicious purposes
I

@ Newchat @ ChatGPT

Crafting Phishing Email

6

How can | help you today?

Create a moming routine Tell me a fun fact

Create a content calendar Balancing chemical equations

* Upgrade plan

@ oz blazer




Intel gathering phishing emails
An attempt to start conversation with employees

WEALTH
MANAGER

WIRE

CITY

I'm unable to speak over the phone due to a serious throat pain caused by laryngitis. Hope

this finds you well. Please let me know when you get this, I'd like to ask you for a favour.

FRAUD TMJUN, 2024

Lindsell Train targeted
by bogus WhatsApp

group

Fraudsters are masquerading as fund manager Nick Train.

el BY JOHNSCHAFFER
A

EQUITIES SPONSORED BY

/

o ATRT & 6:44 PM

@ +51986 952 312

Dear friend, | invite you to join
the Financial Insider Discussion
Group. This group will release
daily trading signals and teach
you how to make money in the
market.

Join the group (stocks and
digital assets) and you will
receive free insider research, the
hottest future long position
information in the market, and
the opportunity to receive more
cash rewards.

To learn more, please reply to

"1" and click on the " link "
below to join the group & &

Happy to hear from you. | am sorry for bothering you with this mail, | need to get an Apple
gift card for my friend, it's her birthday today and | promised to get it for her, but | can'tdo
this now because I'm currently in the hospital. | have Arthritis in the knee and ankle and
all my effort purchasing it online proved aborted.

Can you please get it from any store around you or online?. Kindly let me know if you can
handle this.

Kind regards
Peter

Hello Daniel,

I would like you to perform a confidential task for me urgently, send me your WhatsApp number .

Kind Regards.

Martin




Financial advisers are no exception
Emails we’ve seen from hacked advisers

I excena

E: this email has been received from an external source. Only open links and attachments if you know the sender and it is safe to do so.

Proposal

You don't often get email from _-eavn why this is important

lC.;‘-.:.E: this email has been received from an external source. Only open links and attachments if you know the sender and it is safe to do so.

Good morning,

_ Sent You a Document To Review

Please see below Proposal from | shared for you.

View Proposal
T brmnccserromiseae s

m_ PAYMENT REMITTANCE Review and let me know your thoughts.

Kind regards

B® Microsoft _

Kindest Regards,

Financial and Mortgage Adviser




Is your data in breach?

* Have you ever checked to see if your
email address has been in a data breach?

* Scan the QR code to check for yourself...

10:05 Me%:© o [ & =F a5l 76%m

(> 2 weibeenpwned.com + (@

'~have i been pwned?

Check if your email address is in a data breach

john.smith@hotmail.com

@)

Generate secure, unique passwords for
every account

Learn more at 1Password.com

wnec

14,50

pwned accounts

115,797

229,161,508

paste accoun




Increase in home PC power

Movie Studio (2016)

GEN Al (2020)

UK engineering firm Arup falls victim to
£20m deepfake scam

Hong Kong employee was duped into sending cash to criminals by
Al-generated video call

Business live - latest updates

O Arup confirmed that fake voices and images were used in the fraud. Photograph: Andrew
Brookes/Getty Images/Image Source




Deepfake in audio in politics

POLITICO

UK general election War in Ukraine Israel-Hamas war Newsletters Podcasts Pollof Polls Policy news Events L -t
Slovakia's Election Deepfakes Show Al Is a Danger to Democracy

Fact-checkers scrambled to deal with faked audio recordings released days before a tight election, in a warning for other countries with looming votes.

NEWS > TECHNOLOGY UK

Keir Starmer suffers UK
politics’ first deepfake
moment. It won’t be the last

Deepfake of opposition leader is still racking up views, as experts warn UK
response to Al-generated fake content barely scratches the surface.

> USTEN (4 SHARE

- Free article usually reserved for subscribers

§

@ )

PHDTOGRAPH: ZUZANA GOGOVA/GETTY TMAGES

JUST TWO DAYS before Slovakia's elections, an audio recording was posted to
Facebook. On it were two voices: allegedly, Michal Simecka, who leads the liberal
Progressive Slovakia party, and Monika Tédova from the daily newspaper Denntk N.
They appeared to be discussing how to rig the election, partly by buying votes from the
country’s marginalized Roma minority.
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Source: The BBC (https://www.bbc.co.uk/news/world-us-canada-68064247) and Politico (https://www.politico.eu/article/uk-keir-starmer-labour-party-deepfake-ai-
politics-elections)




Manipulated videos of global leaders
Use of deepfake for political gain

Manipulated images
¥ l B -
- “‘.{“ f' ‘
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A manipulated video of
Volodymyr Zelensky has
surfaced on social media




Manipulated videos of trusted individuals
Use of deepfake for monetary gain

Source : Good Morning Britain, 2023

25



Impact of deepfakes on markets
Fake news, real market drop Bloomberg UK

v Economics i

Jechnology

* The potential for Al to exploit the “fragility”
of the financial systems.

* The need for regulatory oversight to audit
and, when necessary, restrict systems
that go beyond a certain level of
capability.

It may have been the first time an A.L-generated image moved
markets, according to Bloomberg, The picture — which claimed
that an explosion was reported near the Pentagon — first appeared
on Facebook. It then quickly spread to Twitter via accounts with
large followings, including the financial news site ZeroHedge
(which sports a blue check mark via the Twitter Blue subscription
service) and the Kremlin-controlled RT.

S&P 500

Within minutes, internet sleuths began to debunk the image, and
soon after ZeroHedge and RT deleted it from their accounts, while

Source: The BBC (https://www.bbc.co.uk/news/world-us-canada-68064247) and Politico (https://www.politico.eu/article/uk-keir-starmer-labour-party-deepfake-ai-

politics-elections)




Future of fraud forecast
5 emerging fraud risks for business and consumers

Generative Al Branches are Retailers hit Synthetic Fraudsters
accelerates DIY cool again with empty identity fraud expand into
fraud returns will surge cause-related
and investment
deception
Experia Iqgest 1sumers and busines watch out for these five fraud threats in 2024 v

4] &

Synthetic identity Fraudsters expand
fraud will surge into cause-related and
investment deception

Retailers hit with
emply returns

Branches are
cool again

Generative Al
accelerates DIY fraud

Source: Experian, 2024
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The importance of
third-party due
diligence in
protecting client
assets




Why is third-party & vendor due diligence is crucial?

Morgan Stanley hit with $60m penalty 270,000 UK forces records thought to

for failing to properly decommission old have been exposed to Chinese hackers
kit hosting 'wealth management' data

Banking giant rapped over management of two US bit barns

Payroll data at risk includes names, bank details and addresses of
current and former force members, government sources suggest

A Matthew Hughes Tue 13 Oct 2020 14:44 UTC M (0) rg an
Stanley

Banking giant Morgan Stanley has been ordered to pay a $60m civil
penalty over allegations it failed to propetly decommission hardware from
two of its US data centres in 2016.

These included|lapses in subcontracting the work to third parties,|and a failure to keep an
inventory of customer data stored on obsolete hardware.

Ministry

of Defence 1 ll

The UK defence secretary, Grant Shapps, is expected to brief MP
on TL\_SUrJ dftd 100N. PT ot Lgrdph: Neil Hall/EPA

The US Securities and Exchange Commission is launching its own investigation into
the vulnerability in Progress Software’s MOVEit transfer tool that exposed data from

n‘ Prog reSS more than 2,000 organizations and 60 million individuals.

M O\/ E |T Tracked as CVE-2023-34362, the flaw was exploited as a zero-day by the notorious
Russia-linked CIOp ransomware group to steal data from organizations using the
| MOVEit Transfer managed file transfer (MFT) software. third-party contractorfthat was discovered a few days ago.

An estimated 270,000 payroll records belonging to nearly all members of
Britain’s armed forces have been exposed to Chinese hackers in

BM

29




|s advertising that you process sensitive data a good idea?

0 SSCL About Us  Who We Work With  Services Careers News and Insights

Defence

Transforming highly secure financial services across the
Ministry of Defence (MOD).

SSCL plays a central role In delivering the MOD's vislon fo transform core payroll, HR
and penslon services for 230,000 military personal and reservists and 2 million
veterans.




Reporting fraud

HAVE SEEN
FRAUDULENT
ACTIVITY?

HAS A FINANCIAL
TRANSFER
POTENTIALLY GONE
TO AN ATTACKER?

THE “GOLDEN HOUR”
ISTHEFIRSTHOUR &> 2
POST EVENT.

A STRANGE EMAIL,
TEAMS CALL OR
PHONE CALL?

TIME TO REPORT IS
CRITICAL.

IT’S USUALLY
IMPOSSIBLE TO
RECOVER LOST

FUNDS AFTER

48HOURS.




Health

S

Physical disability
Severe or long-term
illness

Poor mental health
Addiction

Low mental capacity
or cognitive
impairment

Drivers of vulnerability

Caring responsibilities
Bereavement
Relationship
breakdown

Domestic abuse
People with non-
standard
requirements such as
people with
convictions, care
leavers, refugees
Retirement

Resilience

7NN
W)

Low or erratic income
Over indebtedness
Low emotional
resilience

Low knowledge or
confidence in
managing finances
Poor literacy or
numeracy skills

Poor or non-existent
digital skills

Learning impairments
No or low access to
help or support




Your role in this...

Complete DD on the firms
that you’re working with

Document Immediately

Reliance on others — process —

: . report
Client data, security P

governance and oversight suspicious emails

Agent as client —
platform due diligence
Pl /business risk




Cybersecurity and due diligence
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Create Action Plan
+ Custom Scorecard

@ > Timeline Scorecard

Overview

Score Factors.

Score Factors
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OUR CURRENT SECURITY SCORE Netwark Security

Zocizl Engineering DME Health

Infarmation _eals'

Hacker Chatter

Cubit Score * IP Reputation

Application Security

OUR SECURITY SCORE HISTORY (LAST 12 MONTHS)

Qz24 Q3'24 Q424

M brooksmacdonald.com financial_services

M brooksmacdonald.com

Our Industry

Patching Cadence

Endpoint Security
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Q125

BROOKS MACDOMALD GROUP PLC RELEVANT SECURITY EVENTS (LAST 12 MONTHS)




rust in your partners and providers

CYBER
ESSENTIALS

ERTIFICATE OF ASSURANCE

BROOKS MACDONALD GROUP PLC

21 Lombard Street London EC3V 9AH
COMPLIES WITH THE REQUIREMENTS OF THE CYBER ESSENTIALS SCHEME

NAME OF ASSESSOR :  Glen Patrick

CERTIFICATE NUMBER : 32bf1112-d00a-4331-b861-1cB840d1d3138 DATE OF CERTIFICATION : 2024-05-03
PROFILE VERSION : 3.1 (Montpellier) RECERTIFICATION DUE ; 2025-05-03
SCOPE : Whole Organisation

SCAN QR CODE TO VERIFY THE AUTHENTICITY OF THIS CERTIFICATE

CERTIFICATION BODY CYBER ESSENTIALS PARTNER

\/ CONSORTIUM

CYBER
ESSENTIALS
PLUS

CERTIFICATE OF ASSURANCE

BROOKS MACDONALD GROUP PLC

21 Lombard Street London EC3V 9AH
COMPLIES WITH THE REQUIREMENTS OF THE CYBER ESSENTIALS PLUS SCHEME

NAME OF ASSESSOR : Brynmor Trotter

CERTIFICATE NUMBER : bb3c247e-72cc-4b1f 80f8-Shefh363cbes DATE OF CERTIFICATION ;2024-07-15

PROFILE VERSION : 3.1 (Montpellier) RECERTIFICATION DUE : 2025-07-15

SCOPE Whole organisation

SCAN QR CODE TO VERIFY THE AUTHENTICITY OF THIS CERTIFICATE

ERTIFICATION MARK CERTIFICATION BODY CYBER ESSENTIALS PARTNER

~
=

CyberSmart




Why this matters?

Conseqguences of a successful attack

REPUTATIONAL DAMAGE
operaTIONAL DIsRUPTION  FINANCIAL LOSSES

LEGAL AND REGULATORY PROBLEMS

CUSTOMER LOSS/DISTRUST CLEANUP COSTS

BM



Learning outcomes

Understand the evolving landscape of cyber security

9
E Recognise the risks Al poses for cybersecurity and financial crime

fm)
@ Understand the importance of third-party due diligence in protecting clients’ assets




Depth and breadth

Compelling solutions built from demonstrable expertise

Direct Equities
Structured Products

Gilts
RIS

Platform or Custody
Active, Passive, Responsible
Investment Service (RIS), Volatility

Managed, Risk Controlled Decumulation

Tax Management

Specified Portfolio

Bespoke Mandates
Portfolio

Service
(BPS)

Managed
Portfolio Service

(MPS) Liquid Reserve

Cornelian Risk Managed

Fund Ranges

Blueprint Fund Range Multi-Asset Advisers
Funds and clients

AlIM Portfolio Service

4 Brooks Macdonald Investment Solutions (BMIS) >
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Brooks Macdonald:
Your Partner in
Wealth Management

Realising Ambitions.
Securing Futures.
We are Brooks Macdonald.

Adviser led

Independent, financial strength

Market leadership pioneering
solutions for advisers




Important information

All data provided by Brooks Macdonald accessed as at 31 December 2024, unless otherwise stated. This document is intended for professional
advisers only and should not be relied upon by any persons who do not have professional experience in matters relating to investments.

Investors should be aware that the value of investments and the income from them may go down as well as up and neither is guaranteed. Investors
could get back less than they invested. Past performance is not a reliable indicator of future results.

Please be aware that this service utilises structured products as part of the portfolio construction/strategy which comes with specific risks. Should
the counterparty fail, you may not have access to the Financial Services Compensation Scheme (FSCS). Investors should speak to their advisers
for further information and to ensure they understand the risk and return factors applicable in their case.




Important information continued

The MSCI information may only be used for your internal use, may not be reproduced or re-disseminated in any form and may not be used as a
basis for or a component of any financial instruments or products or indices. None of the MSCI information is intended to constitute investment
advice or a recommendation to make (or refrain from making) any kind of investment decision and may not be relied on as such. Historical data
and analysis should not be taken as an indication or guarantee of any future performance analysis, forecast or prediction. The MSCI information is
provided on an “as is” basis and the user of this information assumes the entire risk of any use made of this information. MSCI, each of its affiliates
and each other person involved in or related to compiling, computing or creating any MSCI information (collectively, the “MSCI Parties”) expressly
disclaims all warranties (including, without limitation, any warranties of originality, accuracy, completeness, timeliness, non-infringement,
merchantability and fitness for a particular purpose) with respect to this information. Without limiting any of the foregoing, in no event shall any
MSCI Party have any liability for any direct, indirect, special, incidental, punitive, consequential (including, without limitation, lost profits) or any
other damages. (www.msci.com).

Brooks Macdonald is a trading name of Brooks Macdonald Asset Management Limited used by various other companies in the Brooks Macdonald
group of companies.

Brooks Macdonald Asset Management Limited is authorised and regulated by the Financial Conduct Authority. Registered in England No
03417519. Registered office: 21 Lombard Street London EC3V SAH.

More information about the Brooks Macdonald Group can be found at brooksmacdonald.com.




	Slide 1: Navigating the evolving landscape of financial crime
	Slide 2: Learning objectives
	Slide 3
	Slide 4: Global cost of  cyber crime
	Slide 5: Cyber threat landscape
	Slide 7: Investment fraud 
	Slide 8: It’s never been easier to create deepfake videos
	Slide 9: A word from Neil Stevens
	Slide 10: A word from Donald Trump
	Slide 11: Nvidia’s breakthrough AI chip defies physics
	Slide 12: The end of voice authentication?
	Slide 13: Greater power in voice AI tools
	Slide 14
	Slide 15
	Slide 16
	Slide 17: Implications of AI on cybersecurity
	Slide 18: Using Chat GPT for malicious purposes
	Slide 19: Intel gathering phishing emails
	Slide 20: Financial advisers are no exception
	Slide 21: Is your data in breach?
	Slide 22: Increase in home PC power
	Slide 23: Deepfake in audio in politics
	Slide 24: Manipulated videos of global leaders
	Slide 25: Manipulated videos of trusted individuals
	Slide 26: Impact of deepfakes on markets
	Slide 27: Future of fraud forecast
	Slide 28
	Slide 29: Why is third-party & vendor due diligence is crucial?
	Slide 30: Is advertising that you process sensitive data a good idea?
	Slide 31: Reporting fraud
	Slide 32: Drivers of vulnerability
	Slide 33: Your role in this…
	Slide 34: Cybersecurity and due diligence
	Slide 35: Trust in your partners and providers
	Slide 36: Why this matters? 
	Slide 37: Learning outcomes
	Slide 38: Depth and breadth
	Slide 39
	Slide 40: Important information
	Slide 41: Important information continued

